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OVERVIEW

• Introduction / Basic functionality 

and workflow

• Unity Configuration Best 

Practices

• Enterprise Mobile Device 

Management

• Wand Reporting/Utilization 

Metrics
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Poll Question 1
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Allscripts Mobility Solutions for TW EHR

 Replaces PDA solution (Remember iPAQs)

 Wand for Touchworks

• Utilized on iPad and iPad Mini

• Also available for Windows 8.1

 Remote+

• Utilized on iPhone
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Wand for Touchworks

 Built for tablet computing 

 Includes the following key features/functions:
• Chart review

• Charge

• Orders

• Notes – structured/unstructured

• Dictation
o Recorded

o Voice recognition (MModal support)

• Useful for clinic or triage workflows
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Wand Features
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Wand Features – Workflow Validation
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Remote +

 Built for Smart Phone market

 Includes the following key features/functions:

• Chart review

• eRX

• Task/Note signing/review

• Useful for On Call physicians
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Readiness Checklist

• How will Wand be supported?

• Will they purchase their own device?

• Does your organization currently use Unity?

• What is the workflow impact?

• Exam room use

• After-Hours/Urgent Care Use

• Patient intake/Triage

• Rounding
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Unity

• What is Unity?

• How Unity works

• Connects through wifi

• Many applications use it
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Unity Server

• Specifications

• Installation Recommendations

• Standalone Wand/Unity server

• SSL 
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Communication Structure - Internal

Wand/Unity server

Touchworks DB server
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Communication Structure - External

Public IP

Wand/Unity server

Touchworks
DB server
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Poll Question 3
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Security Features

• Unity can use an SSL connection for security

• Safely transmit patient data in or out of 

network

• Wand and Remote+ time out after 30 minutes 

of non-use
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Enterprise Mobile Device Management 

(MDM)

• Why Do You Need a MDM Solution?

• MDM Considerations
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Enterprise Mobile Device Management

• Loss Retention

• HIPAA Risks

• Protect Confidentiality, Integrity and Availability of 
data stored and accessed 

• NIST Special Publication 800-124 
Revision 1 

• Guidelines for Managing the Security of Mobile 
Devices in the Enterprise
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Enterprise Mobile Device Management

• Security
• IT and Compliance governance

• We see the bigger picture

• Protect them from what they don’t know

• Convenience
• If it requires extraordinary effort to use it defeats 

purpose



Confidential © 2014 Galen Healthcare Solutions

SOLVING FOR TODAY. PREPARING FOR TOMORROW.

Enterprise Mobile Device Management

Steps to Consider in Developing MDM Policy

• BYOD 
• iOS version requirements

• Hardware revision requirements

• Remote wipe implications for mixed content 
business and personal

• Infrastructure
• Unity in a DMZ

• Use of VPN

• Use of SSL
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Enterprise Mobile Device Management

Steps to Consider in Developing MDM Policy

• Review and acquire a MDM solution

• MDM options to consider

• Geofencing

• Remote wipe

• App install restrictions

• Device feature restrictions

• Password requirements

• Screen lock requirements
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Enterprise Mobile Device Management
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Poll Question 2
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Wand Reporting

 Utilization Metrics

 Reporting Options
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Wand Reporting/Utilization Metrics

 Utilization Metrics

• Desktop w/ monitor - $500

• Mobile device - $250-$400
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Wand Reporting/Utilization Metrics

 Utilization Metrics

• Asset Return on Investment
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Wand Reporting/Reporting Options

 Auditing

 Provider

 Clinical functionality
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Wand Reporting/Reporting Options

 Auditing

• Accessed via audit log as in TW application

• Cannot track duration, just access

• Requirements for detailed Auditing:

• Allscripts TouchWorks EHR Version 11.2 or higher 

• Allscripts Unity Born On 3/13/14 or later 

• Allscripts Wand for TouchWorks EHR
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Wand Reporting/Reporting Options

 Provider
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Wand Reporting/Reporting Options

 Clinical Functionality/Auditing

 Filter on the following:
• Login User

• Date

• App Name (Remote vs Wand)

• App Functionality

o GetUserAuthentication

o SaveChargeBatch

o SaveNote

o SaveProblemsData

o SaveTaskStatus

o SaveVitalsData



THANK YOU

FOLLOW US 

@GALENHEALTHCARE

FOR FUTURE BLOG POSTS AND 

WEBCAST NEWS
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Thank you for joining us today.  

For additional assistance contact us through our website at 

www.galenhealthcare.com



MUCH MORE THAN 

I.T.

GALENHEALTHCARE.COM


