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OVERVIEW

* Introduction / Basic functionality
and workflow

« Unity Configuration Best
Practices

« Enterprise Mobile Device
Management

« Wand Reporting/Utilization
Metrics
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MOBILITY IN HEALTHCARE

MOBILE DEVICE
ADOPTION CONTINUES
TO EXPAND

66:.9

OF DOCTORS USEIPADS

OR OTHER TABLETS FOR
MEDICAL PURPOSES?

MOBILE DEVICES 70:.%

AVERAGE NUMBER OF PHYSICIANS USE THEIR

CLINICIANS USE PER DAY SMARTPHONES TO RESEARCH

MEDICATIONS AT LEAST ONCE
A WEEK?
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MOBILITY IN HEALTHCARE

MOBILE APP USE
IS ALSO GROWING

) INPOPULARITY
’

s
Y 90, o
\ % W
OF PHYSICIANS WOULD LIKE
TO SEE APPS GIVE PATIENTS THE
ABILITY TO UPLOAD DATAINTO
THEIR PERSONAL EHR FILES®
{ OF PHYSICIANS BELIEVE 89% ‘
= THAT MOBILE HEALTH APPS i 0
4 CAN IMPROVE PATIENTS' RECOMMEND AN APP TO

HEALTH AND OUTCOMES* A PATIENT IN THE FUTURE?
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Poll Question 1
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Allscripts Mobility Solutions for TW EHR
» Replaces PDA solution (Remember IPAQS)

= \Wand for Touchworks
e Utilized on iPad and iPad Mini
* Also available for Windows 8.1

= Remote+
o Utllized on IPhone
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Wand for Touchworks
= Built for tablet computing

* Includes the following key features/functions:

* Chart review

« Charge

e Orders

* Notes — structured/unstructured

 Dictation = Allscripts:
o Recorded
o Voice recognition (MModal support)

 Useful for clinic or triage workflows wTw
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Wand Features

[ven] 9:40 AM Not Charging [E)|

KRUEGYAM, MAYMEL D iay 17y2m Male VIHP o @ ® a é\LI‘gCRIPTS, Susan
———— . . e lazy
Appointments Patient Review L7 =]
A
Vitals > Alerts
EEHR Clinic 3 & Tanning Salon
Meaningful Use
Appointmen
PP =) Allergies lis i not reconciled for Meds lit is not reconciled for encounte
Wednesday, 10-Jul-2013 ged encounter
SPROTTEJ, JETKIP F 11:45 am
fash A Ethnicity is not documented Race is not documented
KRUEGWJEN, NEJLEC J 12:00 pm
Fever Arr
KRUEGTED, DETXIF J 1:00 pm
10-Jul-2013
Jmmu, A QEPT . Family health history is not documented
KRUEGEHC, CHELEM 1:00 pm in first degree relative
Pregnant Arr 01-Jul-2008
KRUEGYAM, MAYMEL D 1:30 pm
Infertility Arr Allscripts Wand for Windows screen shot 0 Bnguage is not documented
08-May-1996  17y2m Male 5
103418803 Other
Insurance
CNIC RMHP ASO =
< >
Patient Phone
(879) 555-7839 (H)
(879) 555-5937 (W) 12-Nov-1996 a ALLSCRIPTS, Susan
01-Jul-2008 @ F |47y
Status
Arr g 16-Sep-1996
12-Nov-1996
Location 26-0ct-2007
19-May-1997
Infertility 16-Aug-2001
12-Feb-1998
HILKEJAX, XAJTYE A 16-Sep-1996
z::‘:;la;A ADIXAJ L g
Ankle Inj A RIS
HILKEMEL, LEMSIL J :
Pelvic Fx Arr £ @ (] My Documents @
HILKELEN, NELCOY M : hing all documents from 28-May-2008 to 17-Jul-2008 (3 items)

Knee Inj

KUNZEDEL, LEDAIT

Headache

-2008 28-May-2008

DOCTOR, sharu
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Wand Features — Workflow Validation

Chief Complaint Viewable |Editable
Tap Add lcon
Add CC

Save

Vitals Viewable [Editable
Tap Add lcon

Add Height

Add Weight

Height Comment

Weight Comment

Add BP

Location

Position
Temperature
Method

Pulse

Location

Quality

Respiration

Cuality

02 Sats

Fio2

Source

(Females) LMP
(Females)Pregnancy
(Females) Waist Circumference

Add a Sx History ltem Viewable

Editable

Workflow

From Patient Review Select Add icon
User Favorites

User Filter icon to display Sx History
Search for ltem

Tap and adds to accumulator

Hx details displays

Tap relevant items

Done

Close

Promote a Sx History Problem to the Active Problems List |Viewable

Editable

From Patient Review, expand Hx section
Tap Hx item

Copy to Active List

Suppress

Exclude from Active List

Resolve

Edit
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Remote +
= Built for Smart Phone market

* Includes the following key features/functions:
* Chart review
* eRX
» Task/Note signing/review
« Useful for On Call physicians

& Allscripts

R+
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Readiness Checklist
* How will Wand be supported?
* Wil they purchase their own device?
* Does your organization currently use Unity?
* What is the workflow impact?

Exam room use
After-Hours/Urgent Care Use
Patient intake/Triage
Rounding
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Unity
* What is Unity?
* How Unity works
* Connects through wifi
« Many applications use it
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Unity Server
« Specifications

 |nstallation Recommendations

« Standalone Wand/Unity server
« SSL
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Communication Structure - Internal

Nl

Wand/Unity server

Touchworks DB server
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Communication Structure - External

ot =] [Sarmaven =] [ ] (@) e =]

% LostHare ] rrattiame ¥ e
Thara s

Fratmrences

Public IP

Touchworks

DB server
Wand/Unity server
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Poll Question 3
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Security Features
« Unity can use an SSL connection for security

« Safely transmit patient data in or out of
network

« Wand and Remote+ time out after 30 minutes
of non-use
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MOBILITY IN HEALTHCARE

SECURITY IS STILL AN 81.,/ 4&
0
INTEGRAL CONSIDERATION e

STORE PERSONAL HEALTHDATA
ONMOBILE DEVICES?

ONLY

460

OF HOSPITALS HAVE A SECURITY
STRATEGY TO REGULATE THE USE
OF MOBILE DEVICES®

1-20

USERS HASLOST OR HAD STOLEN

A DEVICE THAT CONTAINS WORK-
RELATED DATA’

4
o
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Enterprise Mobile Device Management
(MDM)
 Why Do You Need a MDM Solution?
 MDM Considerations
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Enterprise Mobile Device Management
* Loss Retention

* HIPAA Risks

* Protect Confidentiality, Integrity and Availability of
data stored and accessed

* NIST Special Publication 800-124
Revision 1

* Guidelines for Managing the Security of Mobile
Devices in the Enterprise
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Enterprise Mobile Device Management

* Security
 |T and Compliance governance
* We see the bigger picture
* Protect them from what they don’t know

e Convenience

* If it requires extraordinary effort to use it defeats
purpose

Confidential © 2014 Galen Healthcare Solutions



SOLVING FOR TODAY. PREPARING FOR TOMORROW. /-GA-I_EI\I

HEALTHCARE SOLUTIOMS

Enterprise Mobile Device Management
Steps to Consider in Developing MDM Policy

« BYOD
« 10S version requirements
« Hardware revision requirements

« Remote wipe implications for mixed content
business and personal

* Infrastructure
 Unity ina DMZ
 Use of VPN
« Use of SSL
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Enterprise Mobile Device Management
Steps to Consider in Developing MDM Policy
* Review and acquire a MDM solution

« MDM options to consider
« (Geofencing
 Remote wipe
* App install restrictions
* Device feature restrictions
« Password requirements
e Screen lock requirements

Confidential © 2014 Galen Healthcare Solutions
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Enterprise Mobile Device Management

................

@ Mohilelron

Software
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Poll Question 2
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Wand Reporting
= Utilization Metrics
» Reporting Options
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Wand Reporting/Utilization Metrics
= Utilization Metrics

« Desktop w/ monitor - $500

* Mobile device - $250-$400
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Wand Reporting/Utilization Metrics

= Utilization Metrics
e Asset Return on Investment

Asset ROI

$25,000
$18,7
$12,5

iPad iPad Mini

$45,000
$40,000
$35,000
$30,000
$25,000
$20,000
$15,000

$10,000
$5,000 >10,0
$400
S0 S

$40,000

$30,0

$20,0
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Wand Reporting/Reporting Options
= Auditing
= Provider
= Clinical functionality
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Wand Reporting/Reporting Options
= Auditing
« Accessed via audit log as in TW application

« Cannot track duration, just access

« Requirements for detailed Auditing:
« Allscripts TouchWorks EHR Version 11.2 or higher
« Allscripts Unity Born On 3/13/14 or later
e Allscripts Wand for TouchWorks EHR

Confidential © 2014 Galen Healthcare Solutions



SOLVING FOR TODAY. PREPARING FOR TOMORROW—GALEN

HEALTHCARE SOLUTIOMNS

Wand Reporting/Reporting Options
= Provider

0 Usage - Provider 1

W Patient Count

6
M Dictation Count
M Note Count
II II H Photo Count
. T

7/16/2013 7/17/2013 7/18/2013 7/19/2013 7/20/2013 7/21/2013 7/22/2013

S

N

Usage - Provider 2

20

15

M Patient Count
10 . .

M Dictation Count
. H Note Count
) Il- in Il II -

7/14/2013 7/15/2013 7/16/2013 7/17/2013 7/18/2013 7/19/2013 Confidential © 2014 Galen Healthcare Solutions
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Wand Reporting/Reporting Options
= Clinical Functionality/Auditing

= Filter on the following:
* Login User
* Date
* App Name (Remote vs Wand)
* App Functionality
o GetUserAuthentication
o SaveChargeBatch
o SaveNote
o SaveProblemsData

o SaveTaskStatus
o SaveVitalsData
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THANK YOU

FOLLOW US
@GALENHEALTHCARE

FOR FUTURE BLOG POSTS AND
WEBCAST NEWS
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Thank you for joining us today.

For additional assistance contact us through our website at
www.galenhealthcare.com
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