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You have been automatically muted. Please use the Q&A panel to submit 
questions during the presentation
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Today’s Presenter

David Burkhead, Product Manager
 10+ years of EHR build and deployment experience

 5+ years with Galen Healthcare Solutions

 david.burkhead@galenhealthcare.com

mailto:david.burkhead@galenhealthcare.com
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Objectives

1. Understand WHY a healthcare organization should consider data 
archiving

2. Identify the key differences between converted vs. archived data

3. Review HOW data is archived via Galen’s VitalCenter Online –
Archival solution
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WHY do we need to archive?

 Uphold and maintain eDiscovery requirements
 Legal scenarios
 Audits
 Common law
 Statutes or regulations (SEC/17a/HIPAA/FDA)

 Allows for legal decommissioning of legacy systems
 Data preservation and fidelity

 Creates opportunity to realize immediate ROI versus maintaining existing system 
licenses and infrastructure
 Typically 80% to 95% savings

 Establish one location for all archived data
 Consistency and ease of access across many user roles
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Archive - Legal Scenario

Scenario #1: Legal Request for Records

• A request for medical records has recently been submitted to the HIM 
department regarding a pending legal matter for a previous patient. 

• The request for records must meet the following criteria in order to be 
considered compliant with the request:
• The request contains a litigation hold
• The records will involve multiple encounters with multiple providers across 

multiple data sources
• The records request will need to include all preserved chart data within a 

particular range
• The nature of the request includes not only clinical instance data, but patient and 

user audit data specific to the data source 



SLIDE HEADLINE 

Confidential © 2016 Galen Healthcare Solutions

Archive – IT Scenario

Scenario #2: IT Cost and Rationalization

• Over the past 5 years your organization has acquired multiple external 
physician practices, increased its overall software stack by 40%, and 
undergone discrete data conversions with all of them. Your department is 
aggressively pursuing the reduction of licensing, maintenance, and support 
costs.

• As part of this IT optimization process the following preservation standards 
must by implemented:
• Any data that was excluded from previous data conversions must be accounted for 

(including detail, version, and audit data associated with previously converted 
data)
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Archive – Audit Scenario

Scenario #3: OIG Audit

• As a growing Accountable Care Organization (ACO) and community driven 
health center pursuing HRSA HIT grant funding. It is critical that ensured 
consistently and adequate HIT security controls are in place to protect 
sensitive EHR data and all PHI. This audit process could be triggered by:

• Subpoena, a civil investigate demand, or notification of audit letter and 
would need to support:
• Authorized access to all records, reports, and audits (including potential 

legislative “inquiries”)

• Meaningful Use Incentive Payment Audits
• Providing verification that providers receiving Medicare and/or Medicaid 

Meaningful Use incentive payments were entitled
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Converted Data vs. Archived Data

 Data mapping and translations
 Unverified data

 General and/or custom conversion logic
 Date filtering
 Demographic exclusions
 Item type filtering
 Status exclusions

 Detail and version data

 Audit Data
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HOW…VitalCenter Online - Archival

 Easily accessed via single sign-on and custom domain 
(myhealthsystem.vitalcenteronline.com, 
archive.myhealthsystem.com, etc.)

 Clinical & PM
 Problems
 Allergies
 Meds
 Vitals
 Immunizations, 
 Full change history for all clinical items

Charges / Billing / AR
 Audit Logs

 Satisfies legal requirements at the Federal level as well as all 50 
states

 Orders
 Results
 Tasks/Worklists/Inbox
 Appointments
 Communications
 Notes
 Scans
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State Driven Archival Regulations
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Virtually Any Source System

 Supports dozens of source EMR systems

• Allscripts Touchworks
• Allscripts MyWay
• Allscripts Pro
• Allscripts PM
• Aprima
• AmazingCharts
• American Medical Software
• Athena
• Cerner
• CPSI
• eClinicalworks
• Epic
• E-MDs
• GE Centricity
• GE FlowCast
• GE Logician

• Greeway PrimeSuite
• Greenway Intergy
• HealthPac
• LytecMD
• McKesson Horizon Clinicals
• MedInformatix
• Meditech
• Misys EMR
• Merge
• NextGen
• Practice Partners
• Sage (Med Manager)
• SRSSoft
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Archival Approach

 Technical
 Ideally paired with data conversion projects

 Leverages and modifies existing conversion tools (such as data extracts, ETL, 
and plugins)

 Functional
 Role driven for personas

1. Clinical

2. Practice Management

3. Admin

4. Auditing

 Requires minimal to no prior end-user training
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Archival Approach

Pole Question
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Login
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Dashboard & Patient Searching
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Patient Chart
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Patient Chart – Problems
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Patient Chart – Medications
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Patient Chart – Medication Details
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Patient Chart – Medication Details
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Patient Chart – Medications (Alt. Source)



SLIDE HEADLINE 

Confidential © 2016 Galen Healthcare Solutions

Audit Information (Source System)
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Audit Information (VCO)
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Patient Chart
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Practice Management – Patient Billing
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Practice Management – A/R
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Questions?
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Thank you for joining us today.
To access the slides from today’s presentation, please visit:

http://wiki.galenhealthcare.com/Category:Webcasts

For additional assistance or to request information about our many services 
and products, please contact us through our website:

www.galenhealthcare.com

http://wiki.galenhealthcare.com/Category:Webcasts
http://www.galenhealthcare.com/
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